
“Gotcha” emails create anxiety and lower morale, turning 

learning into a stressful experience.

Introduction

Recent research underscores critical failures in traditional attack-based phishing simulations. At 
the Black Hat Conference (Las Vegas, Aug. 2025), researchers from the University of Chicago and 
University of San Diego presented alarming statistics on fake email phish testing:

•	 Static tests inadvertently increased vulnerabilities by 18.5%.
•	 Interactive phishing tests from traditional phish testing vendors reduced employee click 

rates by only 19%.
•	 Highly realistic phishing emails successfully deceived 15% of top-performing employees.
•	 Over half of employees abandoned phishing training sessions within just 10 seconds, with 

completion rates stagnating at 24%.
•	 Overall cybersecurity awareness improved by merely 1.7%.

These findings underscore the urgent need for a fundamental shift in cybersecurity training methods.

Why Traditional 
Phishing Tests Fail 
and How HootPhish 
Succeeds
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Limitations of Traditional Phishing Testing

Traditional “Attack-Phish” methods use fake, 
punitive phishing emails to test whether 
employees fall for simulated attacks. The idea 
is that by catching people making mistakes, 
they’ll learn to be more cautious. In reality, this 
approach often backfires. As outlined above, 
research shows it can lead to worse outcomes, 
including disengagement, resentment, and little 
to no long-term improvement. These failures 
stem from several key issues:

Fear-Based Learning:
“Gotcha” emails create anxiety and lower morale, turning 

learning into a stressful experience.

Superficial Engagement:
When training feels like a trap or lacks relevance, 

employees rush through it or ignore it altogether.

Unrealistic and Ineffective:
Simplified phishing tests don’t mimic real threats, leaving 

employees unprepared for convincing attacks like typo-

squatted domains.

Short-Lived Results:
 Without deeper understanding, any progress quickly 

fades, and risky behavior returns.

 A Deeper Dive into the Black Hat Research

The 2025 Black Hat research from University of 
Chicago and University of San Diego reinforces 
decades of psychological evidence showing that 
fear-based learning and punishment-driven training 
methods are ineffective and often counterproductive. 
Their presentation demonstrated why traditional 
phishing simulations based on failure and negative 
feedback lead to disengagement and weak 
knowledge retention. Employees subjected to 
negative experiences during phishing tests rapidly 
become disengaged, significantly limiting their ability 
to retain cybersecurity knowledge in the long run 
(Cialdini). 

Moreover, simply making phishing simulations 
realistic doesn’t guarantee effectiveness, as realism 
without active engagement still yields only moderate 
improvement in employee behavior (Wash & 
Cooper). Most notably, a 2024 study published by 
USENIX found that simulated phishing campaigns 
increased employee stress, reduced their sense 
of self-efficacy, and diminished trust in their IT 
departments, demonstrating that punitive phishing 
tests can actively harm workplace morale and 
cybersecurity culture (Schops et al.).

https://cyberhoot.com/
https://ebook.app.hcu.edu.gh/wp-content/uploads/2024/09/Richard-L.-Hughes_-Robert-C.-Ginnett_-Gordon-J.-Curphy-Leadership_-Enhancing-the-Lessons-of-Experience-McGraw-Hill-Education-2018.pdf
https://rickwash.com/papers/phishing-stories.pdf?
https://rickwash.com/papers/phishing-stories.pdf?
https://www.usenix.org/system/files/usenixsecurity24-schops.pdf?
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From Failure to 
Better Outcomes

The psychological principles that explain why “gotcha” phishing tests 
cause employee fear, disengagement, and shallow learning also 
reveal the path to a better solution. By applying those same principles 
through positive reinforcement, HootPhish fosters engagement, builds 
confidence, and creates lasting cybersecurity habits.

Why HootPhish Delivers Superior Results
HootPhish offers an innovative and psychologically grounded approach, 
emphasizing positive reinforcement, mandatory engagement, realistic 

simulations, and sustained employee motivation.

The HootPhish Cycle:

How Engaged Employees Build Cyber Resilience 

https://cyberhoot.com/
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HootPhish makes cybersecurity training more fun and 
rewarding. Users earn certificates, avatars, and continuing 
education credits as they learn. These rewards boost 
motivation without making the training feel forced. 
Research by Deci and Ryan shows that using rewards the 
right way helps people stay interested and learn better 
(link). With HootPhish, employees stay engaged and build 
real cybersecurity skills that stick.

Positive Reinforcement 
& Gamification

HootPhish gives employees real-world practice by showing them 
phishing emails that look just like the ones hackers use. These 
emails use tricks like fake websites with small spelling changes 
and messages that feel urgent or believable. Employees reported 
reduced anxiety, improved confidence, and a stronger sense of 
cybersecurity readiness through practice and engagement. A 2018 
study by Wash & Cooper found that realistic training like this helps 
people get better at spotting scams and lowers their chances 
of falling for them (link). HootPhish turns practice into effective 
protection against devious and diabolical phishing attacks.

Hyper-Realistic Simulations

HootPhish makes sure every employee completes their 
phishing simulation training, not just clicking start and walking 
away. This approach helps people engage more deeply, 
learn more, and practice what they’re learning. It’s based on 
Bloom’s Taxonomy, a well-known learning model that shows 
how understanding and applying information leads to better 
retention (link). By requiring real participation, HootPhish 
builds stronger, longer-lasting cybersecurity habits.

Mandatory Engagement 
and Completion

https://cyberhoot.com/
https://selfdeterminationtheory.org/SDT/documents/2000_RyanDeci_SDT.pdf
https://rickwash.com/papers/phishing-stories.pdf
https://cft.vanderbilt.edu/wp-content/uploads/sites/59/BloomsTaxonomy-mary-forehand.pdf
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Proven User Engagement
HootPhish keeps employees more engaged than 
traditional training by making learning fun and interactive. 
Gamified features like points, badges, and rewards help 
users stay interested and participating. This enjoyable 
approach helps people remember and develop key 
cybersecurity skills. HootPhish has grown steadily in 
popularity since its launch, with ~85% of end users now 
rating their phishing simulation experience positively. Case 
studies from multiple businesses show that employees 
stay involved and improve their behavior through 
repeated use of HootPhish (Case Studies). When training 
is engaging, people actually want to learn, and that leads 
to engagement, which creates lasting results.

This thoughtful and effective approach 
hasn’t gone unnoticed, MSPs, MSSPs, and IT 
departments using CyberHoot regularly share 
stories of measurable improvements, dramatic 
risk reduction, and even unexpected enthusiasm 
from employees who now take pride in their 
cybersecurity training.

Case Studies, Internal Results, and 
UnExpected Enthusiasm

Mid‑Sized Financial Firm: 
Dramatic Phishing Reduction

A mid-sized financial firm using HootPhish saw its 

phishing click rate plunge from 20% using traditional 

methods to below 3% after six months. Employees 

reported reduced anxiety, improved confidence, 

and a stronger sense of cybersecurity readiness, 

illustrating both behavioral and psychological benefits.

A national healthcare provider achieved a jump 

from 30% to over 95% in compliance with phishing 

training after adopting HootPhish. Over one year, 

IT help desk reports of phishing-related incidents 

dropped by 40%, showing stronger defenses and 

reduced strain on IT teams.

National Healthcare Provider: 
Compliance & Incident Drop

Unexpected Client Enthusiasm

“We had a long-term client (20+ years) who usually keeps to themselves. But during a routine check-in, we discovered 

their users were printing out every single CyberHoot training certificate, from both video lessons and phishing 

simulations. They were proudly hanging them in their cubicles, covering the walls and competing to see who had the 

most. It was incredible to see cybersecurity training turn into a point of pride.”

The true measure of success came from a longtime client who showed their excitement in a surprising way:

https://cyberhoot.com/
https://cyberhoot.com/case-studies/
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Comparison with Traditional and 
Competitor Methods

HootPhish is grounded in 80+ years of well-established 
academic and psychological principles that improve 
engagement, motivation, and behavior change. It 
draws on Self-Determination Theory (Deci & Ryan), 
which balances intrinsic/internal and extrinsic/external 
motivation to sustain user interest or engagement. 

By incorporating elements from Bloom’s Taxonomy 
(Bloom), HootPhish promotes deeper learning and 
long-term memory retention through comprehension, 
application, and analysis (see further explanation below). 
Finally, the platform applies Operant Conditioning 
(Skinner) by reinforcing desired behaviors with positive 
feedback, increasing the likelihood of repeated secure 
actions in the workplace.

Academic and Psychological Framework

https://cyberhoot.com/
https://selfdeterminationtheory.org/theory/
https://cft.vanderbilt.edu/wp-content/uploads/sites/59/BloomsTaxonomy-mary-forehand.pdf
https://www.simplypsychology.org/operant-conditioning.html
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How does HootPhish Leverage Bloom’s 
Taxonomy for Deeper Learning?

HootPhish uses Bloom’s Taxonomy to help people go beyond just 
remembering facts. Instead of just showing users what a phishing email 
looks like, HootPhish walks them through realistic examples and asks 
them to think, decide, and act, just like they would in real life.

Here’s how Bloom’s Taxonomy of Learning works:

Users first learn the basics of what phishing is.
Remembering:

Then they put that knowledge to use by spotting 
signs of phishing in realistic email simulations.

Applying:

They watch short videos or read simple tips 
explaining how phishing works.

Understanding:

Users are challenged to figure out why something 
is suspicious—thinking through links, grammar, 
sender names, and more.

Analyzing:

They get feedback to reflect on their choices, 
compare them to correct answers, and improve.

Evaluating:

Over time, some users build their own 
awareness strategies, warning teammates or 
improving their own defenses.

Creating:

By guiding users through these levels, 
HootPhish helps them not only know 
what phishing looks like but understand 
and respond to it confidently in real life.

That’s how lasting skills are built.

https://cyberhoot.com/
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Clear Business Benefits for MSPs, 
MSSPs, and IT Departments

HootPhish delivers measurable advantages for 
Managed Service Providers (MSPs), Managed 
Security Service Providers (MSSPs), and internal IT 
teams. Its positive reinforcement model and real-
world simulations help employees build confidence, 
efficiency, and apply secure behaviors consistently, 
reducing help desk tickets and phishing-related 
incidents (CyberHoot Case Studies).

The uplifting nature of the training improves morale 
and creates a culture of shared cybersecurity 
responsibility, enhancing trust in IT leadership 
(Forbes). HootPhish also provides built-in analytics 
that give IT teams clear, actionable insights 
into training progress, risk levels, and areas for 
improvement. This leads to peace of mind, sustained 
knowledge retention, and a long-term boost in cyber 
readiness and resilience.

Exceptional Value: “Using CyberHoot was one of the best decisions we 
made regarding SAT. Fully automated, training is interesting, and staff 
participation is high compared to other vendors.”

Michael Gibby, SEQ IT Services, Founder & Managing Director

Exceptionally Easy: “CyberHoot is an excellent cybersecurity training 
platform that educates teams on security practices through training 
content, phishing simulations, and actionable analytics.”

Tim Ward, Goodwill of Chattanooga, Director, Information Technology

Exceptional Results: “After 9 months of CyberHoot awareness training, a Financial 
Management firm with $4 Billion in assets was phish tested by the Fellsway Group. 
They had zero (0%) employees click on the phishing test. In contrast, the exact 
same phishing attack had a 30% click rate at another client that had not yet done 
CyberHoot training. The product really proves its worth!”

John Mumford, Chief Risk Officer at the Fellsway Group (A Consulting Firm)

https://cyberhoot.com/
https://cyberhoot.com/case-studies/
https://www.forbes.com/sites/forbestechcouncil/2022/12/08/why-positive-reinforcement-is-the-future-of-cybersecurity-training/?sh=3b2f3b3e60c1


Conclusion
Traditional phishing tests that rely on fear, failure, and fake emails fall short of 

meaningful impact. As outlined earlier, large-scale studies from the University of 
Chicago and University of Zurich confirm that traditional phishing tests offer little lasting 

improvement and can even cause negative setbacks. HootPhish takes a different 
approach, one rooted in engagement theory, positive reinforcement, and Bloom’s 
taxonomy theory. This leads to stronger cybersecurity habits, improved employee 

morale, and better client retention. For MSPs, MSSPs, and IT teams, the path forward is 
clear: empower users, don’t punish them.
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CyberHoot – Leading the Cybersecurity Revolution 
Through Positive Reinforcement.
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